Lin ux Securit y Mo dules: General Securit y Supp ort for the Lin ux Kernel JF_78&5f<< A};3N4 � 2002 G/ 11 7n 25 F| 1 F05! %5 %$ %H FC M- $N 6/ 2= $7 $? %; %- %e %j %F %# !< %] %j %7 !< $r AH $_ 9~ $‘ ;E AH $_ $O :# $N Lin ux %+ !< %M %k $K $O $J $$ !#4{ B8 $N %;%-%e%j%F%#!<6/2=$N%b%G%k$O%+!<%M%k$N%=!<%9$r=q$-49$($F%Q%C%A$N7A$GDs6!$5$l$F$$$k$,!"%Q%C%A$G$O%a %$%s$N3HD%$H$7$F$H$j$$ $l$F$b$i$&$3$H$OFq$7 $$!#$=$3$G!" Lin ux $N%m !<%@%V%k%b%8%e!<%k$N 5!G=$rMQ$$$F!" %;%-%e%j%F%#$NO@M}$r%b%8%e!<%k2=$9$kJ}K!$r LSM $,M?$($k!# LSM $O0J2<$N$3$H$rL\E*$H$9$k!# � k ernel $NJQ99$r>/$J$/$9$k � $J$k$Y$/B?$/$N%;%-%e%j%F%#!<%b%G%k$r%5%]!<%H$G$-$k$h$&$K$9$k � %*!<%P!<%X%C%I$r>.$5$/$9$k � POSIX.1e %1%$%Q%S%j%F%#$r%+!<%M%k$+$iJ,N%$9$k 2 Opaque \securit y" Fields %+!<%M %kFb $G ;HMQ $5 $l$F $$ $k0J 2< $N9= B$ BN$K v oid* 7?$N \securit y" $H$$ $&L> $N %U%# !< %k%I $r IU$1 2C $($k !#$3 $N%U %# !<%k %I $O%b %8 %e !<%k $, M?$( $k %U%C %/ $K $h$C $F 4IM} $5 $l$k !#$? $H $($P SELin ux $G$O task securit y struct, ino de securit y ops $H$$$C$?9=B$BN$rDj5A$7$F \securit y" %U%#!<%k%I$K7k$S$D$1$F$$$k !# LSM $O \securit y" %U%#!<%k%I99?7$N$?$a$N%m%C%/$rDs6!$7$J$$$N$G!"%b%8%e!<%k$,%m%C%/$r4IM}$7$J$1$l$P$J$i$J$$!# � task struct %W%m%;%9 � lin ux binprm %W%m%0%i%‘ � sup er blo c k %U%!%$%k%7%9%F%‘ � ino de %Q%$%W!"%U%!%$%k!"%=%1%C%H � tak@yl.is.s.u-toky o.ac.jp 1

� �le 3+$$$F$$$k%U%!%$%k � sk bu� %Q%1%C%H � net device %M%C%H%o!<%/%G%P%$%9 � k ern ip c p erm %;%^%U%)!"6&M-%a%b%jNN0h!"%a%C%;!<%8%-%e!< � msg msg 8D!9$N%a%C%;!<%8 3 Ho oks Bg0hJQ?t securit y ops $K%U%C%/$rEPO?$9$kI= ( 9=B$BN ) $,$"$k!#0J2<$N$h$&$J%U%#!<%k%I$,$"$k!# struct inode_security_ops * inode_ops; struct file_security_ops * file_ops; struct task_security_ops * task_ops; /* etc .. */ $= $l $> $l $N %U %# !< %k %I $K !"4X O" $7 $? %7 %9 %F %‘ %3 !< %k $, $^ $H $a $i $l $F $$ $k !#$? $H $( $P ino de ops $K $O ino de A‘ :n $K 4X O" $9 $k %7 %9 %F %‘ %3 !< %k $K BP 1~ $9 $k %U %C %/ $, EP O? $5 $l $F $$ $k !# mkdir %7 %9 %F %‘ %3 !< %k $K $D $$ $F $O !" securit y ops->ino de ops->mkdir !" securit y ops->ino de ops->p ost mkdir � 1 $H$$$&%W%l%U%C%/ !" %]%9 %H%U%C%/ $,$"$k!# %W%l%U%C%/$O in t 7?$NJV$jCM$r$b$D!#$3$l$O error JQ?t$K%;%C%H$5$l$F<B:]$K=hM}$,9T$o$l$kA0$K error $N CM $, %A %’ %C %/ $5 $l $k !# 0 0J 30 $N CM $G $" $l $P !"=h M} $r 9T $o $: $K %j %? !< %s $9 $k !#<g $K %" %/ %; %9 8" 8B $N %A %’ %C %/ $r 9T$&$?$a$K$"$k!# %]%9%H%U%C%/$OJV$jCM$r;}$? $J$$ (v oid) !#$3$l$O=h M}=*N;8e$K8F$P$l <g$K!" %+!<%M%k%*%V %8%’%/%H$KDI2C $5 $l$? \securit y" %U%#!<%k%I$N4IM}$r9T$&$?$a$K$"$k!# <B:]$N%3!<%I$O0J2<$N$h$&$K$J$k!# int vfs_mkdir(struct inode *dir, struct dentry *dentry, int mode) { /* some checks */ error = security_ops->inode_ops->mkdir(dir, dentry, mode); if(error) goto exit_lock; � 1 :G?7 HG $G$O !"$= $l$> $l securit y ops->ino de mkdir, securit y ops->p ost mkdir $K $J $C$F $$ $k!#8E $$%Q %C %A$K $O !"%]%9 %H %U%C %/ $O$J$+$C$? 2 error = dir->i_op->mkdir(dir, dentry, mode); security_ops->inode_ops->post_mkdir(dir, entry, mode); exit_lock: /* ... */ } LSM $O $3 $l $i $N %U %C%/ $N 8F =P $r %+!< %M %k %Q %C %A $H$7 $F Ds 6! $9 $k !#$3$N %Q %C %A $O %+ !<%M %k $+ $i cap set full, cap clear $J$I$N capabilit y 4XO"$N4X?t8F=P$r<h$j=|$/Lr3d$b2L$?$9!# struct inode_security_ops { int (* create)(struct inode *dir, struct dentry *dentry, int mode); int (* link)(struct dentry *old_dentry, struct inode *dir, struct dentry *new_dentry); int (* unlink)(struct inode *dir, struct dentry *dentry); /* etc ... */ }; %U%C%/$N<oN‘$O0J2<$N$h$&$KJ,$1$i$l$k!# � T ask Ho oks kill , nice $J$I%W%m%;%9$K4X$o$kA‘:n$KBP$9$k%U%C%/!# task struct $N "securit y" %U%#!<%k%I$r4IM}$9$k � Prgram Loading Ho oks %W%m%0%i%‘$N%m!<%I$K4X$o$k!# execv e $+$i8F$P$l$k!# � IPC Ho oks %a%C%;!<%8Kh$N%;%-%e%j %F%#!<$r4IM}$9$k %U%C%/!" IPC %*%V%8%’%/%H$r?($k$H$- $K$=$N%*%V%8%’%/ %H$KBP $9$k8"8B$r%A%’%C%/$9$k%U%C%/$,$"$k!# � Filesystem Ho oks mkdir $J$I$N ino de A‘:n$r9T$&%7%9%F%‘%3!<%k$+$i8F$P$l$k%U%C%/!# � Net w ork Ho oks %=%1 %C%H 4XO" $N%7 %9%F %‘%3 !<%k $+$i 8F$P$l $k%U %C%/ !#%M%C %H%o !<%/ %G%P %$%9$r 4IM} $9$k $?$a $N "securit y" %U%#!<%k%I � $=$NB> %b%8%e!<%k$N@8@.!"=i4|2=!":o=| $K4X$9$k%U%C%/$d!"%[%9%HL>$NJQ99!" I/O %]!<%H$N;HMQ$K4X$9$k%U%C%/ $,$"$k!# � 2 � 2 securit y ops->sethostname $J$I 3

4 System call 4.1 securit y system call securit y(unsigned in t id, unsigned in t call, unsigned long *args) sys securit y ho ok $r8F$V sys securit y %7%9%F%‘%3!<%k$r LSM $ODs6!$7$F$$$k!# 5 LSM $r;H$C$F$$$k%;%-%e%j%F%#!<%U%l!<%‘%o!<%/ � SELin ux � DTE Lin ux (Domain and T yp e Enforcemen t) SELin ux / DTE Lin ux $O$H $b$K$O$8$a%Q %C%A$H$7$F Ds6!$5$l$F$$ $?$, LSM $K$h$C$F%b %8%e!<%k$H$7 $F Ds6!$5$l$k$h$&$K$J$C$?!# � Op en w all %P%C%U%!%U%m!<!"0l;~%U%!%$%k%l!<%9$J$I$N967b$+$i%7%9%F%‘$r<i$k � POSIX.1e capabilities Lin ux $N%+!<%M%k$+$i capabilit y $NO@M}$r30$7$F%b%8%e!<%k2=$7$F$$$k!# 6 @-G=I>2A 6.1 LMBench LMBenc h $H$O%U%!%$%k $N%*!<%W%s!":o=| $N$h$&$J%7%9%F%‘ %3!<%k$N@-G=$r $O$+$k$?$a$N>.$5 $J%Y%s%A%^!< %/$G$"$k!#%G%U%) %k%H$N (POSIX.1e) capabilit y %b%8%e!<%k$r;HMQ$7$F @-G=<B83$7$? $H$3$m!" %*!<%P !<%X%C%I $OBgH>$, 0.1 !A 3 % $[$I$K<}$^$C$F$$$k!# select $,:G$b82Cx$J%*!<%P!<%X%C%I$r<($7 5.1 % $G$"$C$?!# 6.2 Kernel Compilation ( $* $= $i $/ default $N capabilit y %b %8 %e !< %k $r ;H MQ $7 $F ) Lin ux k ernel $r %3 %s %Q %$ %k $9 $k <B 83 $r 9T $C $? $, %*!<%P!<%X%C%I$O 0.3 % 0J2<$G$"$C$?!# 6.3 W ebstone E5 7? E* $J1~ MQ !# Net�lter $H capabilit y $r AH $_ 9~$s $G <B 83 $7 $?!#Ia DL $N k ernel $H LSM $r ;H MQ $7$? $b $N $H !" SELin ux $H$GC1 0L;~ 4V$"$? $j$N @\B32s ?t$r Hf3S $7$?!#$^ $:Ia DL$N k ernel $H LSM $r ;HMQ $7$?$b $N$r Hf3S$7 $? $H$3$m!" 4 !A 7 % $N%*!<%P!<%X%C %I$,$+$+$k $3$H$,$o$+ $C$?!#IaDL $N k ernel $H SELin ux $rHf3S$7$?>l9g 16 !A 21 % $N%*!<%P!<%X%C%I$,$+$+$C$?!#FC$K SMP $G$O%m%C%/$K4X$9$kLdBj$G%*!<%P!<%X%C%I$,Bg$-$/$J$k!# EvA3 LSM $N%*!<%P!<%X%C%I$O%b%8%e!<%k$,<BAu$9$k%;%-%e%j%F%#!<%(%s%8%s$N@-G=$K0MB8$9$k!# 4

7 7kO@ LSM $O %;%- %e %j%F %# !<$N O@M} $r %b%8 %e !<%k 2= $7!"%; %-%e %j %F%# !< 3HD% $r %b%8 %e!< %k $H$7 $F MF0W $K Ds6! $G$- $k$h$&$K$7$?!# ;29MJ88% [1] Lin ux Securit y Mo dules : General Securit y Supp ort for Lin ux Kernel 5