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1. Project 1000000 120000000000000000D000O
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2. Project200000O0OOOOOO

[ build
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3. 000000 ozserver.exellozapp.exeUUOLIBOOOOO 0Z0OO
oobooooobooooooooosINODOOODOOOOOOOO
coobOooooObc2.0s3. 0000000000000C000DOAO
cooooooooobooooboboooooo

/E;ild

copy /Y
copy /Y

copy /Y
copy /Y

copy /Y
copy /Y

\:fpy /Y

0ZApp\objchk_wxp_x86\1i386\ozapp.exe bin\
0ZApp\objchk_wxp_x86\1386\ozapp.pdb bin\

0ZServer\objchk_wxp_x86\1386\ozserver.exe bin
0ZServer\objchk_wxp_x86\1i386\ozserver.pdb bin

LIB\OZUToky02004.d11 bin\
LIB\OZUToky02004.1ib bin\
LIB\OZUTokyo2004.pdb bin\
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[ ozserver.exe
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>ozserver.exe

Running

0ZApp.exe
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24 0000000000000 Windows API
2.4.1 CreateProcess
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@OL CreateProcess(

LPCTSTR lpApplicationName, // OODOOOO0OOCOOODO
LPTSTR lpCommandLine, // ODO0OOOOOOODO0O
LPSECURITY_ATTRIBUTES lpProcessAttributes,

// 000000000
LPSECURITY_ATTRIBUTES lpThreadAttributes,

// 000000000
BOOL bInheritHandles, // OOOOOOOCOCOCOCOO
DWORD dwCreationFlags, // O0OO0O0O00O
LPVOID lpEnviromment, // OOOOOOOOO
LPCTSTR 1lpCurrentDirectory, // 000000000 O0OOO
LPSTARTUPINFO lpStartupInfo, // OOODOODOODODO
LPPROCESS_INFORMATION 1lpProcessInformation // OO0 OO0
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lpApplicationName DO O O0OO0ODOODOOODOOODOOO

lpCommandLine OO0 00O OD0OOOO0ODOOOOODONILLOODOOO
U 00O 1lpApplicationName OO DD OOOODODOOODOOO
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lpProcessAttributes SECURITY_ATTRIBUTES U U O UOUOOOOODONO
gbooboboboboboboobobobobobdbonNuLL
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lpThreadAttributes SECURITY_ATTRIBUTES DO O UOUOOOOOOO
gbooboboboboboboobobobobobdbONuLL
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bInheritHandles DU O O0OO0OO0OOOOUOOUOOOOOOOOOONO
goboobooboobooon

dwCreationFlags D00 0O0OODOOOODOODOOOOOOODOODOOO
gdbdO0OResumeThread U OOOOOOOOOOOOOO0OU
00000 CREATE_SUSPENDED J 0 0 O

lpEnvironment OO0O0O0O0O0000O0O0O00O0O0DOOOOODOOOOO
gobobboobooboobooboobogoobNngood

lpCurrentDirectory DO ODODOOODOOODOOODOOODODOOODOO
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lpstartupInfo DO OO 0000000 O0ODODOODOOO0O0OOOO
goo

lpProcessInformation PROCESS_INFORMATIONU U OO OOOOOOO
gbooooooboooboobooobooobooooooooooo
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ob0 OOboooobOoOobOOOOODbDOOODOObOonOOO

2.4.2 RtlZeroMemory
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VOID
Rt1lZeroMemory (
IN VOID UNALIGNED *Destination,
IN SIZE_T Length
)3
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Destination OUOUOUOOUOOOOOOOOOOOOO

Length O0O0O0OO0OODOOOO

25 UJ0O0O0OO0OOOOOODOOOZOODOODOO API

APIO 00000000 DO0DO0OO0O0O0OO0OOObOObOOOOOOODn
0000 INC\0Z-UTokyo2004.h 00 0O0ODOOCOOO

2.5.1 0zSyscall

goboboooboobooobooobooo

ﬁZDLL_IMPORT \

ULONG_PTR
WINAPI
0zSyscall (

enum mysyscode ozsyscode,

ULONG_PTR arg0,

ULONG_PTR argl,

ULONG_PTR arg?2,

ULONG_PTR arg3
N /
gooon

ozsyscode 0O ODO0OOOOOODODDODOOZ-UTokyo2004.h 00 enum
mysyscode OO OOOODOOO

arg0, argl, arg2, arg3 UDOOO00OO0O0OOO
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2.5.2 0zReadChildMemory
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ﬁZDLL_IMPORT

BOOL

WINAPI

0zReadChildMemory (
IN HANDLE childprocess,
IN PVOID childaddress,
IN SIZE_T buffersize,
OUT PVOID buffer

K);

googon
childprocess DU UUOOOODOOOOOOODOO
childaddress 000000 (D0O0OO0O0O0O0)O00000O
buffersize UUUOODODOOOOOOOMO

buffer 0000000000000 (OOOO)O000000O0C0O0O0O

3 1Io000ooogn

3.1 00

0Zserver O U ODOODOOOOODOODOOODOOUNIXO 10000000
gboooobooooboboobooboooo

int fd = open(char *path);
int read(fd, buffer, len);
void close(fd);

3.2 U0OoOobooooooon

goboboobooboobooboobobbobooboobon
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3.2.1 0Z-UTokyo2004.h 0000 O 0O
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//;;um mysyscode

{

myos_printmsg =
//  ,myos_syscalll =
//  ,myos_syscall2 =
//  ,myos_syscall3 =

W N, O

//  ,myos_syscalld =

Q

gbooboobooobooboooobooooboboooobooogn
gboooobooooboboooooboooon
ooo

[#define MYSYS_LIMIT 1

gboooobooooboooooao

3.2.2 ozserver.cUOOOOO

gboooobobooooobooon

POZSYSCALLHANDLER syscallhandlers[MYSYS_LIMIT] = {
mysyscall_printmsg // myos_printmsg
s

gbooboooboooobooboooooooboooboobooboooobooogo

U0 c00000000000000DO0O0DODOOsyscallhandlers(c]

gbooooboooooobooooboobooon
oboooooboooooobooooboooooooDn

ULONG_PTR mysyscall (HANDLE clientprocess,
POZSYSCALL syscall)

ooboooboobooooooboooboobooooobooooooboOooon
ooobDooobooooooooboo0oboobooboOoProzsyscALLODO OO
UboobOoboobonoobOoib ezargOOUOOOOOODOOOOO



typedef struct _0ZSYSCALL

{
enum mysyscode ozsyscode;
ULONG_PTR ozarg[4];
ULONG_PTR result;

} O0ZSYSCALL, *POZSYSCALL;

ooo

PCHAR mysyscallname [MYSYS_LIMIT] = {
"printmsg"

};

gobobooboobooboooboooobooo
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000000 0zReadChildMemory O U 00 0zWriteChildMemory U0 OO
oooooooooooooboooooooocoooooooon

3.3 U0O0OO0oOoooooboooZoooobo API
3.3.1 0zWriteChildMemory
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ﬁZDLL_IMPORT

BOOL

WINAPI

OzWriteChildMemory (
IN HANDLE childprocess,
IN PVOID childaddress,
IN SIZE_T buffersize,
0UT PVOID buffer

\);

ooooo

childprocess DO UODUOOOOODOODOOODOOO



childaddress 00 0O0OOD0 (ODOOOOODO)YODOODO
buffersize U0 UOOO0OOO0OOOO0OOMO
buffer OOO0O0O0O0O0 (OOOO0)OOOOOOOOOOO

U0 OzWriteChildMemory U0 U Oopen 00O OOOOOOOOOONO
oooooooobooooooooooboooobobooooooooooboOooo
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